DIREZIONE GENERALE
UNITA" PRIVACY

Misura per designa

212022

Riferimenti a standard
s csc
COBIT 5 BAI09.01, BAI09.02
15A 62443-2-1:2009.4.2.3.6
I 78

1SO/IEC 270012013 A8.1.1, A8.1.2
NIST 5P 800-53 Rev. 4 CM-8, PM-S
Misure Minime AglD ABSC 1

Tscsca
COBIT 5 BAI09.01, BAI09.02, BAI09.05

15A 62443-2-1:2009 4,23
15A62443-3:3:2013 SR 7.8

1SO/IEC 270012013 A8.1.1, A812, A125.1
NIST SP 800-53 Rev. 4 CM-8, PM-S

Misure Minime AglD ABSC 2

AN

TsCsc 12

COBIT 5 D$505.02

15A 62443-2-1:2009 8.2.3.4

1SO/IEC 270012013 A13.2.1, A13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA9, PL'S

Misure Minime AgiD ABSC 5.1.4,13.3.1,13.4.1,13.6,137.1, 1381

DA

s informti estemi alforganizazione devono essrectalogati

Tscsc12
COBIT 5 AP002.02, APO10.04, DSS01.02
1SO/IEC 270012013 A11.26

NIST SP 800-53 Rev. 4 AC-20, SA-9

TsCsC 13,14
COBIT 5 AP003.03, APOD3.04, APO12.01, BAIOA.02, BAI0S.02

[— oy
oo et e fenziel ISO/IEC 27001:2013 A8.2.1
NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, 5C-6
Misure Minime AgD ABSC 13.1.1,13.2.1
TS e 17,19
COBIT 5 APOO1.02, APO0T7.06, APO13.01, DSS06.03
15A 62443212009 43.2.3.3
DAY i nrei o o o pronle s pr et 1SO/IEC 27001:2013 A6.1.1
NIST SP 800-53 Rev. 4 CP-2, P57, PM-11
Dllgs. 18/5/2018 n. 65 Art 16(2)-4)
BSC5.2.1,5.4,5.10,8.11.1
GOPR - Art 24, 2625, 3739
DrAM omitors D.Lgs. 30/6/2003 n. 196 Artt. 2-quaterdecies, 2-quinquiesdecies, 2-sexesdecles
Jicvonocsre et e ot 1SO/IEC 291002011 4.2,4.3, 510
ToPR- Ar. 3
[T e P ——— ot s01002011 44
COBIT 5 APOOZ 01, APOGB 04, APODS 05, APOT0 03, APOTO.08, APOTO 05
o 1SO/IEC 27001:2013 A15.1.1,A15.1.2, A15.13, A15.2.1, 41522

Jescere sdensifcate e rese ot

NIST 5P 800-53 Rev. 4 CP-2, SA-12

ccnificr e csi s

"COBIT 5 BAI03.02, DS504.02
1SO/IEC 270012013 A11.1.4, A17.11,A17.1.2, A17.2.1
NIST 5P 800-53 Rev. 4 CP-2, CP-11, SA-13, SA-14

una poticy di cybersccurity deve essere identifiata  resa nota

TsCsc 19

COBIT 54700103, AP013.01, EOMLOL, EDMOL02
443212009 4.3.2

Aso/lsczmm 2013A5.11

NIST SP 800-53 Rev. 4 -1 controls from all security control families

D.Lgs 18/5/2018 n. 65 Artt. 13(2), 15(2)

Tscsc1o
COBIT 5 APOO1.02, APO10.03, APO13.02, DSS05.04

alincatcon i ool ntei ed | partner sterni

1sA
1SO/IEC 27001:2013 A6.1.1, A7.2.1, A15.0.1
NIST SP 800-53 Rev. 4 PS-7, PM-1, PMI-2

L covernance od i processi di isk management devono includere la gestione.
e ischi legaialucybersecurity

CORITSEONO3 0 APOL2 02 RPOIL D5 D504 2
154 62443-2-1:2009 4.2.3.1,4.2.3.3,42.3.8,4.2.3.9,4.2.311,43.2.43,4326.3

Aso/lsc 27001:2013 Clause 6

NIST SP 800-53 Rev. 4 SA-2, PM-3, PM-7, PNI-9, PVI-10, PM-11

D.Lgs. 18/5/2018 n. 65 Artt. 12(1), 14(1)

DRAL

Tscsca
COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04, DSS05.01, DSS05.02
1sA 23,4237,4239,42312

L sistemi,local
devono essere dentifcat ¢ documentate

1SO/IEC 270012013 A.12.6.1, A18.2.3
NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, RA-3, RA'S, SAS, SA-11, 512,514, 51-5
Misure Minime AgiD ABSC4.1.1,4.1.2,46.1

mRA2

Tscsca
COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04
[ 23,4, 2312

e« Thret Tcligenee d & CERT,
o spet, forum i information sharing)

1SO/IEC 27001:2013 Clause 6.1.2
NIST 5P 800-53 Rev. 4 RA-3,5I-5, PM-12, PM-16.

RAS

Tscsca
COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04

Le minacee, sia . devono essere

3,4239,423.12
1SO/IEC 27001:2013 Clause 6.1.2
NIST 5P 800-53 Rev. 4 RA-3, SI-5, PM-12, PM-16

DRAS

L minacee, l vulnerabila, e elaive probabili i accadimento ¢
onseguentiimpatt devono essere utlizat per determinare i rishio

Tscsca

COBIT 5 AP012.02

1SO/IEC 270012013 A12.6.1

NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16.
Misure Minime AglD ABSC 4.8.1

DRAG

L risposte l rischio devono ssere idenifcae ¢ prioritizate

Tscsca
COBIT 5 APO12.05, APO13.02
1SO/IEC 27001:2013 Clause 6.1.3
NIST SP 800-53 Rev. 4 P-4, PM-9

R

Tscsca
COBIT 5 APO12.04, APO12.05, APO13.02, BAI02.03, BAIOA.02

 processi dirisk
responsabil delforganizzazione c.d.siskeholder)

1sA

1SO/IEC 27001:2013 Clause 6.1.3, Clause 8.3, Clause 9.3
NIST 5P 800-53 Rev. 4 P9

D.Lgs. 18/5/2018 n. 65 Art. 12(1), 14(1), 14(13)

R

"COBIT 5 APO12.06
15A62443-2-1:2009 4.3.2.6.5

1S0/IEC 27001:2013 Clause 6.1.3, Clause 8.3
NIST SP 800-53 Rev. 4 PM-9

D.Lgs. 18/5/2018 n. 65 Artt. 12(1), 14(1), 14(13)

1 rischio tollrato deve essere determinato tenendo conto del raolo
i nel

ctore industrisle di appartencr

COBIT 5 APO12.02
1SO/IEC 27001:2013 Clause 6. 13, Cuse 83

NIST 5P 800-53 Rev. 4 SA-14, M9, PM-11
D.Lgs. 18/5/2018 n. 65 Artt nzu) 1401, 14013)

 processi i gestione delrischio inerent Ia catena di pprovvigionamento

Tscsca
COBIT 5 APO10.01, APO10.04, APO12.04, APO12.05, APO13.02, BAIDL03, BAI02.03, BAI04.02
15A 62443-2-1:2009 8.3.4.2

1SO/IEC 270012013 A15.1.1, A15.12, A15.13, A15.21,A152.2

NIST SP 800-53 Rev. 4 A9, SA-12, PM-9

SCt feyber devono essere identifiat, ben defni validati gstt  approvat da
toriinterni allorganizzzione
[ Cormtori i partner

sc2 fosr Kenifea, iz vt ilzando un procsso i vabiazons

coa\rs;wom 01, APOT0.02, APO10.04, APOT0.05, APOT2.01, APO12.02, APO12.03, APO1Z.04, APO12.05, APO12.06, APO13.02, BAIO2 03

tischio incrente I catena di approvvigionamento cyby

1,4232,4233,4234,6236,4.2.38,42.39,4.23.10,4.23.12,4.2313,4.23.14
Aso/lsczmm 2013A15.2.1,A.15.2.2
NIST 5P 800-53 Rev. 4 RA-2, RA-3, SA-12, SA-14, SA-15, PM-9

[ contrat con i foritor i partner trz devono essere izt per eslizare
appropriate misure progttte per rispetiare g obietiv del programma di
Jevbersecurity delforganizzazone ¢ del Piano di Gestione del Rschio della
catena di approvigionamento cyber

"COBIT 5 APOL0.0L, APOI0.02, APO10.03, APO10.04, APOT0.05
15A 62443-2-1:2009 43.2.6.4, 4.3.2.6.7

1SO/IEC 270012013 A15.0.1, A15.12, A15.13

NIST SP 80053 Rev. 4 A9, SA-L1, SA-12, PM-9

COBIT 5 APO10.01, APOT0.03, APO10.04, APOT0.05, MEAOL O, MEAD1.02, MEAOL.03, MEAO1.04, MEAOL 05

crifiche, o altre forme di valutazione per

1A 1
1SO/IEC 270012013 A15.2.1, A15.2.2

condoticon i fornitor ¢ i partner terz

contratuali
NIST 5P 800-53 Rev. 4 AU-2, AU-6, AU-12, AU-16, PS-7, SA-9, SA-12
TS CsC19,20
COBIT 5 DSS04.04

L pianiicazione e ta verifca della rsposta ¢ del ripristino devono essere 15A 62443-2-1:20094.32,5.7,43.4.5.11

15A 62443-3-3:2013 SR 2.8, SR 3.3, SR6.1, SR 7.3, SR 7.4
1SO/IEC 270012013 A17.1.3
NIST 5P 800-53 Rev. 4 CP-2, CP-4, IR-3, R4, IR-6, IR8, IR-9

DP-DDML

1 cito divita e dat deve essere defnito ¢ documentato

‘GOPR - Art. 569-11, 30

i processi riguardant informazione dellinteressato in merio a ratamento deif

hisi devono essere definit, implementa ¢ documentat

COPR - Artt. 1214
1SO/IEC 2910020115.2,5.8
1SO/IEC 291512017 A3, A9
1SO/IEC 270182014 A1, A7

[ processi di raccola ¢ revoca del consenso delfinteressato l ratamento di

GOPR At 7,8
D.Lgs. 30/6/2003 n. 196 Art. 2-quinguies

DP-ID.DM-3 1SO/IEC 29100:2011 5.2
s devano csene defiss, implenena ¢ documentai,
1SO/IEC 29151:2017 A3
1SO/IEC 27018:2014 A.1
PR A 1522
D.Lgs. 30/6/2003 n. 196 Art. 2-terdecies.

o pye o per i e i (s i, canclone, ) oTie IoM00a01 5. 85 06 o a8 59
1SO/IEC 29151:2017 A.5, A6, A7, A8, A9, A.10
1SO/IEC 27018:2014 A3, A4

oo 6 rstormto 0 ot n st irmasonale devens e PR ATt 4005

DPIDDMS o, implementat ¢ documentat SO/IEC 29100:2011 45

PRACCO fton st oy e g ion password con

[controllo inserito dal comune di Milano

15A62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR 14, SR 1.5, SR 1.7, SR 1.3, SR 1.9
ISO/IEC 270012013 A8.2.1,A9.2.2,A9.23,A9.2.4,A9.26,A9.31, A9.42,A9.43

NIST SP 800-53 Rev. 4 AC-1, AC-2, IA-L, 1A-2, 1A-3, 1A-4, IA'S, IA-G, 1A-7, 1A-8, 1A9, IA-10, 1A-11
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)

Misure Minime AgiD ABSC5.6.1,5.7,58.1,5.11

GDPR - Artt. 25,32

1SO/IEC 291002011 5.11

L identi digitali ¢t credensial i accesso per gl uinti, | disposiivi ¢
otopostc a auditsicurezza
PRAC2  [Uaccesso fisico all risorse deve essere protetto ¢ amministato

"COBIT 5 DSS01.04, DSS05.05
15A62443-2-1:2009 43.3.3.2,4.3.33.8

1SO/IEC 270012013 A11.1.1, A1112, A11.13, A11.1.4, A1115, A1116,A11.2.1, A11.2.3,A11.25, A11.2.6, A112.7,A112.8
NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE-5, PE-6, PE-8

Dilgs 15/5/zolxn 65 Artt. 12(1)-(3), 1411) (3),1413)

ABSC5.11.2,10.4,

GOPR
Aso/lsc 19100 2011511




PRACS:

raccesso remoto ale isorse deve essere amministrato

Tscscz
COBIT 5 APO13.01, DSS01.04, DSS05.03
15A62443-2-1:2009433.6.6

15A 62443-3-3:2013 SR 113, SR 26

1SO/IEC 270012013 A6.2.1,A622, A112.6, A13.11, A132.1
NIST SP 800-53 Rev. 4 AC-1, AC-17, AC-19, AC-20, SC-15.

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 3.4.1, 83.2

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRACS

il funzion

TS C5C3,5,12, 14, 15,16, 18
COBIT 5 DS505.04

15A.62443-2-1:2009433.7.3

15A.62443-3-3:2013 SR 2.1

1SO/IEC 270012013 A6.1.2, A9.12, A9.2.3,A9.4.1, A9.0.4,A9.45
NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-5, AC-6, AC-14, AC-16, AC-24
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 5.1.1,5.1.2,5.1.3, 139.1

GOPR-Artt. 25,32

150/IEC 291002011 5.1

PRACS

segregazione diret,

i ree)

TS C5C9, 14, 15,18
COBIT 5 DSS01.05, DSS05.02

15A62443-2-1:2009433.4

15A62443-33:2013 SR 3.1, SR 3.8

1SO/IEC 27001:2013 A13.11, A13.13,A132, A 1412, A1413
NIST SP 800-53 Rev. 4 AC-4, AC-10, 5C-7

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 13.3.1

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRACT:

TS C5C1,12,15,16
COBIT 5 DS505.04, DS505.10, DS506.10
15A62443-2-1:2009433.6.1,4.3.3.62,433.6.3,433.64,43365,43366,43367,433.68,43369

commisurate al rischio

L. ca
oer i uten i dispositivi e alr asset devono esse

(. rischi leg »
rischi dellorganizzazione)

SR11,5R12,5R 15, SR17, SR 1.8, SR 19, SR 1.10
1SO/IEC 270012013 A9.2.1,A9.2.4, A9.3.1,A9.4.2, A9.0.3, A18.1.4

NIST SP 800-53 Rev. 4 AC-7, AC-8, AC-9, AC-11, AC-12, AC-14, IA-1, 1A-2, 1A-3, IA-4, IA'S, IA-8, 19, IA-10, IA-11
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)1(3), 14(1)-(3), 14(13)

1S0/IEC 291002011 5.1

ru i ent devono ssere nformat sddestrat.

Tscsc17, 18
COBIT 5 AP007.03, BAI0S.07

1SA62443-2-1:2009 43.2.4.2

1SO/IEC 270012013 A7.2.2, A12.21

NIST SP 800-53 Rev. 4 AT-2, PM-13

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)
Misure Minime AgID ABSC 8.7.2, 8.7.3, 8.7.4.

PRAT2

ocoperuli ¢ responsabil

TS C5C 5, 17,18
COBIT 5 APO07.02, DS505.04, DS506.03

15A.62443-2-1:2009 43.2.4.2,4.3.2.43

1SO/IEC 270012013 A6.1.1, A7.2.2

NIST SP 800-53 Rev. 4 AT-3, PM-13

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 5.2.1,5.6.1,5.7.1,5.7.2,5.7.3,5.7.6,5.81,5.9.1,5.103,5.10.4,5.11.1

PRATS

Tscsc17
COBIT 5 AP007.03, AP007.06, APO10.04, APO10.05
1SA62443-2-1:2009 43.2.4.2

e responsaiti

1SO/IEC 27001:2013 A6.1.1, A7.21, A7.2.2
NIST 5P 800-53 Rev. 4 PS-7, SA-
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)

PRAT-

aigensc1

TsCsC17, 19
COBIT 5 EDMO1.01, APO01.02, APO07.03
15A.62443-2-1:2009 4.32.4.2

1SO/IEC 270012013 A6.1.1,A7.2.2
NIST SP 800-53 Rev. 4 AT-3, PM-13
D.Lgs. 18/5/2018 n. 65 Art. 12(1)(3), 14(1)-(3), 14(13)

PRATS

Tscsci7
COBIT 5 AP007.03

15A62443-2-1:2009 43.2.4.2

1SO/IEC 270012013 A6.1.1,A7.22

NIST SP 800-53 Rev. 4 AT-3, IR-2, PM-13

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)

PRPT-COMI

controllo inserito dal Comune di Milano

PRDS1

o i memorizat devano essere ot

TS CsC 13,14
COBIT 5 APOO1.06, BAI02.01, BAIOG.01, DSS04.07, DSS05.03, DSS06.06
15A.62443-3-3:2013 SR 3.4, SR 4.1

1SO/IEC 27001:2013 A8.2.3

NIST SP 800-53 Rev. 4 MP-8, 5C-12, 5C-28

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)

Misure Minime AglD ABSC 13.3.1

GDPR-Art. 32

1S0/IEC 291002011 5.1

PRDS2

Lo rsisione i dat deve avvenive i manirs prottta

T CsC 13, 14
COBIT 5 APOO1.06, DSS05.02, DSS06.06

1SA62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1, SR4.2

ISO/IEC 270012013 A8.2.3,A13.11, A132.1, A13.2.3,A14.12, A14.13
NIST SP 800-53 Rev. 4 SC.8, SC-11, 5C-12

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 3.3.2

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRDSS

TsCsC1
COBIT 5 BAI09.03

15A62443-2-1:2009433.3.9,4.3.4.4.1

15A.62443-3-3:2013 SR 4.2

1SO/IEC 270012013 A8.2.3, A831, A83.2, AB33, A11.2.5,A1127
NIST SP 800-53 Rev. 4 CI-8, MP-6, PE-16.

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)

GDPR-Art. 32

1S0/IEC 291002011 5.1

PROS4

aspoibi

TSCsCL, 2,13
COBIT 5 APO13.01, BAIO4.04

15A62443-3-3:2013 SR 7.1, SR 7.2

1SO/IEC 27001:2013 A12.13, A17.2.1

NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)
GDPR-Art. 32

1SO/IEC 291002011 5.11

PRDSS

[—

TsCsc13
COBIT 5 APOO1.06, DSS05.04, DS505.07, DS506.02

15A.62443-3-3:2013 SR 5.2

1SO/IEC 27001:2013 A6.1 11,A7.02,A731,A82.2,A823,A9.11,A9.1.2,A923, A9.4.1, A9.04, A9.45,A10.11, A11.14, A1115,A112.1, A13.11,A13.13, A132.1, A13.2.3,A1324, A14.02,A1413
NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, PE-19, PS-3, PS-6, SC-7, 5C-8, 5C-13, SC-31, 51-4

D.Lgs. 18/5/2018 n. 65 Artt. 12(11(3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 13.2.1,13.7.1, 13.8.1, 13.9.1

GDPR-Art. 32

150/IEC 291002011 5.1

PRDS6

. veificare
wenicth di software, firmware  informzion

Tscsc2,3
COBIT 5 APOO1.06, BAIOG.01, DSS06.02

1SA62443-3-3:2013 SR 3., SR 3.3, SR 3.4, SR 3,

ISO/IEC 270012013 A122.1, A125.1,A14.12, A 1413, A142.4
NIST SP 800-53 Rev. 4 SC-16, 51-7

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

Misure Minime AglD ABSC 3.5.1,3.5.2, 103.1

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRDS7

s CSC 18, 20
COBIT 5 BAI03.08, BAI07.04

1SO/IEC 27001:2013 A12.1.4

NIST 5P 800-53 Rev. 4 CM-2

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)
Misure Minime AgID ABSC 4.10.1,82.3

IDevono essere definite  geste delle pratich d ifeimento (.. baseline per la
[

curezza s principio d minima unzionali)

TS CsC3,5,11
COBIT 5 BAIL0.01, BAIL0.02, BAI10.03, BAI10.05
1SA62443-2-1:20094.3.4.3.2, 43433

15A62443-3-3:2013 SR 7.6

ISO/IEC 270012013 A12.1.2, A12.5.1, A1262, A142.2,A1423,A142.4
NIST 5P 800-53 Rev. 4 C-2, CM-3, CMi-4, CM-S, CM-6, CM-7, CM-9, SA-10
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 3.1.1,3.12,32.1,53.1,84

GDPR-Art. 32

1SO/IEC 291002011 5.11

Joeve csere implementat un processper  gestone delciclo di via et ssem
i5ystem Development Lite Cyee)

TsCsC18
COBIT 5 APO13.01, BAI03.01, BAI03.02, BAI03.03

15A.62443-2-1:2009 4.3.4.3.3

1SO/IEC 27001:2013 A6.1.5, A14.1.1, A14.2.1, A14.2.5

NIST SP 800-53 Rev. 4 PL8, SA3, SA-4, SA-8, SA-10, SA-11, SA-12, SA-15, SA-17, SI-12, 51-13, 51-14, 51-16, 51-17
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)

Misure Minime AglD ABSC 3.1.3,3.2.2,33

GDPR-Art. 32

150/IEC 291002011 5.1

s CsC 3, 11
COBIT 5 BAIOL0, BAIOG.01

1SA62443-2-1:20094.3.4.3.2, 43433

15A62443-3-3:2013 R 7.6

ISO/IEC 270012013 A12.12, A12.5.1, A1262, A142.2,A1423, A 1424
NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 3.2.3,35.3, 354, 36.1,37.1,5.4,82.1,82.2
GDPR-Art. 32

1SO/IEC 291002011 5.11

PRIP

T CsC 10
COBIT 5 APO13.01, DSS01.01, DS504.07
15A.62443-2-1:2009 4.3.4.3.9

15A.62443-3-3:2013 R 7.3, SR 7.4

1SO/IEC 270012013 A123.1, A17.1.2,A17.13, A18.0.3
NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)
Misure Minime AgID ABSC 10.1, 10.2.1, 10.4.1
GDPR-Art. 32

1S0/IEC 291002011511




Joperano te risosse dctroganizzazione

"COBIT 5 DSSOL.0, DSS05.05
15A62443-2-1:20094333.14333.2, 4.3.333,43335, 43336
ISO/IEC 270012013 A11.1.4, A112.1,A1122, A 1123

NIST SP 80053 Rev. 4 PE-10, PE-12, PE-13, PE-14, PE-15, PE-18
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 10.4.1

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRIPS

r s devono csere st i contormit co ke plicy

COBIT 5 BAI0S.03, DS505.06
15A.62443-2-1:2009 4.3.4.4.4
15A.62443-3-3:2013 SR 4.2

1SO/IEC 270012013 A8.2.3, A8.31, AB32,A1127
NIST 5P 800-53 Rev. 4 MP-6

D.Lgs. 18/5/2018 n. 65 Artt. 12(1-(3), 14(1)-(3), 14(13)
GOPR-Art.5, 17,32

150/IEC 291002011 5.1

PRIPT

i procss i proezions devono s satopost  miglorament

‘COBIT 5 APOTL.06, APO12.06, DS504.05
1SA62443-2-1:20094.43.1,4.4.3.2,4.433,4.434,4435,4436,4437,4438
1SO/IEC 27001:2013 A16.156, Clause 9, Clause 10

NIST SP 80053 Rev. 4 CA2, CA-7, CP-2, IR8, PL'2, PM6

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRIPS

ttcaca i

e tcnologiedi proteone deve essre condivisa

"COBIT 5 BAIOB 04, DS503 04
1SO/IEC 27001:2013 A16.1.6

NIST SP 800-53 Rev. 4 AC-21, CA-7, 54

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)
GDPR-Art. 32

1S0/IEC 291002011 5.1

PRIPS

incoso i

Jrecovery)

Tscsc1o
COBIT 5 APO12.06, DSS04.03

1SA62443-2-1:200943.2.5.3, 4.3.4.5.1

1SO/IEC 270012013 A16.0.1, A17.11,A17.12, A17.13
NIST 5P 80053 Rev. 4 CP-2, CP-7, CP-12, CP-13, IR-7, IR-8, IR-
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)
Misure Minime AgID ABSC 10.4.1

1SO/IEC 291002011 5.11

s C5C 19, 20
COBIT 5 DS504.04

15A.62443-2-1:2009 432.5.7, 4.3.4.5.11
15A.62443-3-3:2013 R 3.3

1SO/IEC 27001:2013 A17.13

NIST SP 800-53 Rev. 4 CP-4, IR-3, PM-1:

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)
GDPR-Art. 32

1S0/IEC 291002011 5.1

it personate (s sercening, deprovisioning)

TS CsC5, 16
COBIT 5 APO07.01, APO07.02, APOO7.03, APO7.04, APO07.05
15A62443-2-1:2009433.2.1, 4.3.3.2.2, 43323

ISO/IEC 270012013 A7.1.1,A7.12,A7.2.1,A722,A7.23,A73.1,A814
NIST SP 80053 Rev. 4 PS-1, PS-2, PS3, PS-4, PS5, PS-6, PS-7, PS8, SA-21
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRIP-12

s C5C 4, 18,20
COBIT 5 BAI03.10, DS505.01, DS505.02

1SO/IEC 27001:2013 A12.6.1, A14.2.3,A16.13, A18.2.2, A18.2.3
NIST SP 800-53 Rev. 4 RA-3, RA-S, 512

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 4.7, 4.8, 4.9.1

GDPR-Art. 32

150/IEC 291002011 5.1

PRAAL

rsisrata con stramenticontolla  autoizzati

"COBIT 5 BAID.10, BAIS.02, BAI9.03, DSSOL.05
15A62443-2-1:2009 4333.7

1SO/IEC 270012013 A11.12, A112.4,A1125, A1126
NIST SP 800-53 Rev. 4 MA2, MA:3, MA-S, MA'6

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)
Misure Minime AglD ABSC 4.5, 8.2.2

PRAAZ

evolta in modo daeviae acess non utorizzats

TS CsC3,5
COBIT 5 DS505.04
15A.62443-2-1:2009433.6.5,4.3.3.66,433.6.7, 43368
1SO/IEC 270012013 A11.2.4, A15.1.1, A15.2.1

NIST SP 800-53 Rev. 4 MA-4

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)(3), 14(1)-(3), 14(13)
Misure Minime AgID ABSC 3.4.1,82.2

PRPT-L

s sistemi

TSCSC1,3,5,6,14, 15,16
COBIT 5 APO11.04, BAI03.05, DSS05.04, DSS05.07, MEA02.01
1SA62443-2-1:2009433.3.9, 4.3.3.58,63.4.4.7,4.4.2.1,4.4.2.2,4.4.2.4
1SA 62443-3-3:2013 SR 2.8, SR 2.9, SR 210, SR 2.11, SR 2.12

ISO/IEC 27001:2013 A12.4.1, A12.4.2, A12.43, A12.4.4,A12.7.1

NIST SP 800-53 Rev. 4 AU Farmil

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 5.5.1

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRPT2

i s ale paiey

s CsC 8, 13
COBIT 5 APO13.01, DSS05.02, DS505.06

15A.62443-3.3:2013 SR 2.

1SO/IEC 270012013 A8.2.1,A8.2.2, A8.2.3,A83.1, A833,A1129
NIST SP 800-53 Rev. 4 MP-2, MP-3, MP-d, MP-5, MP-7, MP-8

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC 5.9.1,87.1,88.1,135

GDPR-Art. 32

150/IEC 291002011 5.1

PRPT

ot quest omiscano icamente e funzionai necessaic

CSCsC3, 11,18
COBIT 5 DS505.02, DSS05.05, DSS06.06

1SA62443-2-1:20094335.1, 4.3.3.52,4335.3,43.3.5.4,43355,433.56,43.357,43355,43361,43362,4336.3,433.64,43365,43366,43367,43365,43369,433.7.1,4337.2,43373,4337.4
15A 62443-3-3:2013 SR 11, SR 1.2, SR 13, SR 1.4, SR 15, SR 1.6, SR 17, SR1.8, SR 1.9, SR1.10, SR 111, SR 1.12, SR 113, SR 2.1, SR 2.2, SR 2.3, SR 2.4, SR 2.5, SR 2.6, SR2.7

1SO/IEC 27001:2013 A9.1.2

NIST SP 800-53 Rev. 4 AC3, CM-7

D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-3), 14(1)-(3), 14(13)

Misure Minime AgID ABSC5.1.1,5.12,51.3,5.9.1,8

GDPR-Art. 32

1SO/IEC 291002011 5.11

PRPT

L e i comunicaione  controlo devona ssee prottte

s C5C 8, 12,15
COBIT 5 DS505.02, APO13.01
15A.62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8, SR 4.1, SR 4.3, SR 5.1, SR5.2, SR5.3, SR 7.1, SR7.6
1SO/IEC 270012013 A13.0.1, A13.2.1, A14.13
NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18, CP-8, SC-7, 5C-19, SC-20, 5C-21, SC-22, SC-23, 5C-26, 5C-25, 5C-29, 5C-32, 5C-36, SC-37, 5C-38, SC-39, 5C-40, SC-41, 5C-43
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)
Misure Minime AgID ABSC 5.9.1

-A32
1S0/IEC 291002011 5.1

PRPTS

Joevono essere mplementati meccanismi es. s, lod bancing. b swap) che

"COBIT 5 BAIOA.01, BAIA 032, BAIOA.03, BAIA 04, BAIA 05, DSSOL.05
15A62443-2-1:2009 43.25.2

15A62443-3-3:2013 SR 7.1, SR 7.2

1SO/IEC 27001:2013 A17.12, A17.2.1

NIST SP 80053 Rev. 4 CP-7, CP-8, CP-11, CP-13, PL'8, SA-14, 5C:6
D.Lgs. 18/5/2018 n. 65 Artt. 12(1)-(3), 14(1)-(3), 14(13)

GDPR-Art. 32

1SO/IEC 291002011 5.11

DEAE

TS CSC1,4,6,12,13,15,16
COBIT 5 DS503.01

1sA 433
1SO/IEC 270012013 A12.1.1, A12.1.2, A13.1.1, A13.0.2
NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, 514

Misure Minime AgID ABSC 5.1.4,5.5.1,83.2, 133.1

DEAE2

ctodolosi aetasaceo.

TS C5C3,6,15, 15

COBIT 5 DS505.07

1SA62443-2-1:200943.4.5.6, 4.3.4.5.7, 43458
SR2.8, SR 2.9, SR2.10, SR 2.1, SR 2.1

1SO/IEC 27001:2013 A12.4.1, A16.1.1, A16.14

NIST 5P 800-53 Rev. 4 AU-6, CA7, IR-4, SI-4

R3.9,5R61,5R6.2

DEAES

TSCSC1,3,4,5,6,7,6,11, 12,13, 14, 15, 1¢
COBIT 5 BAI0S.02

orcents muiple

1sA 61
1SO/IEC 27001:2013 A12.4.1, A16.1.7

NIST SP 80053 Rev. 4 AU-6, CA7, IR-4, IR-5, IR8, SI-4
Misure Minime AgID ABSC 8.1.3

DEAES

IDeve esere determinato impato diun exento

TsCsca6
COBIT 5 APO12.06, DSS03.01
ISO/IEC 27001:2013 A16.1.4
NIST 5P 80053 Rev. 4 CP-2, IR-4, RA3, SI-4

DEAES

Joevono essee definie el sogtic di

erapee sl ncideni

TS C5C 6,19
COBIT 5 APO12.06, DS503.01
15A.62443-2-1:2009 4.2.3.10
1SO/IEC 27001:2013 A16.1.4

NIST SP 80053 Rev. 4 IR-4, IR-5, IR-8
Misure Minime AgID ABSC 5.5.1

DECL

CSCSC1,7,8,12,13,15, 16
COBIT 5 DSS01.03, DS503.05, DS505.07
1sA

i allspetodi eyberscurity

NIST SP 80053 Rev. 4 AC2, AU-12, CA7, CM-3, 5C-5, SC-7, Sk4
D.Lgs. 18/5/2018 n. 65 Art. 14(2)-(3)
Misure Minime AgID ABSC5.5.1,8.1.2,8.1.3,85.1, 86.1,89, 8101, 13.4.1, 136, 13.7.1, 13.8.1

DECM2

icrens atuspetodieyberseuriy

"COBIT 5 DSS01.04, DSSO1.05
15A.62443-2-1:2009433.3.8

1SO/IEC 27001:2013 A11.1.1, A11.1.2

NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE-20
D.Lgs. 18/5/2018 n. 65 Art. 14(2)-(3)

DECMS

ulspeto dicyberscuriy

TS C5C5, 7,18, 16
COBIT 5 DS505.07

15A 62443-3-3:2013 SR 6.2

1SO/IEC 27001:2013 A124.1, A12.4.3

NIST 5P 800-53 Rev. 4 AC:2, AU-12, AU-13, CA7, CM-10, CI-1L
D.Lgs. 18/5/2018 n. 65 Art. 14(2)-(3)

Misure Minime AgID ABSC 5.2

DECV

1 cdice malevolo deve esere i

TS CsC4,7,8,12
COBIT 5 DS505.01

15A.62443-2-1:200943.4.3.8

15A.62443-3-3:2013 SR 3.2

1SO/IEC 27001:2013 A12.2.1

NIST 5P 800-53 Rev. 4513, 5I-8

Misure Minime AgID ABSC 8.1.1,82.2, 823, 85,8.6.1,8.7.2,8.7.3,8.7.4,8.8.1, 89,810, 8111




DECMS

1 cice non autrizzato s dispositiv mobil deve essere aorizzato

TSCsC7, 8
COBIT 5 DS505.01

15A62443-3-3:2013 R 2.4

1SO/IEC 27001:2013 A12.5.1, A12.6.2
NIST SP 800-53 Rev. 4 SC-18, 51-4, SC-44
Misure Minime AgiD ABSC8.1.1

DECMS

e essre svolo il monitorageio delle ativith de srvice provideresteni per e
otenzalieventi increni ll spetod eyberecurity

COBIT 5 APOO7.06, APO10.05
1SO/IEC 27001:2013 A14.2.7, A15.2.1

NIST 5P 800-53 Rev. 4 CA7, PS-7, SA-4, SA9, S1-4
D.Lgs. 18/5/2018 n. 65 Art. 14(3)

DECMT

T5C5C1,2,3,5,9,12,13, 15, 16
COBIT 5 DS505.02, DSS05.05

1SO/IEC 270012013 A12.4.1, A14.2.7,A15.2.1

NIST 5P 80053 Rev. 4 AU-12, CA-7, CM-3, CNI-8, PE-3, PE-6, PE-20, 5I-4
Misure Minime AglD ABSC 5.8.1, 8.3

DECMS

Devono ssere svote scansion per Tidetiicasione divalnrabilih

5 C5C 4, 20
COBIT 5 BAI03.10, DS505.01
15A.62443-2-1:20094.23.1,4.2.3.7

1SO/IEC 27001:2013 A12.6.1

NIST 5P 80053 Rev. 4 RA'S

Misure Minime AgID ABSC 4.1,4.2, 4.3, 4.4.1, 4.6.1

esranie 1 acounbiiy

Tscsc1o
COBIT 5 APO01.02, DSS05.01, DSS06.03
15A.62443-2-1:2009 4.4.3.1

1SO/IEC 270012013 A6.1.1,A7.22
NIST SP 80053 Rev. 4 CA2, CA-7, PM-14.
Misure Minime AgID ABSC8.2.1

DEDP2

COBIT 5 DSS06.01, MEAD3 03, MEAQ3.04
15A.62443-2-1:2009 4.4.3.2

1SO/IEC 270012013 A18.1.4, A.18.2.2, A182.3

NIST SP 800-53 Rev. 4 AC-25, CA-2, CA-7, SA-18, 51-4, PM-14

DEDP

| process di monitorsggio devona ssee et

COBIT 5 APOI3.02, D3505.02
15A62443-2-1:20094.4.3.2

15A62443-3-3:2013 SR 3.3

1SO/IEC 27001:2013 A14.2.8

NIST 5P 800-53 Rev. 4 CA-2, CA-7, PE-3, 5I-3, 514, PM-14.
D.Lgs. 18/5/2018 n. 65 Art. 14(2)-(3)

DEDP

intormazione etaiva gt vent evat deve esers comunicata

TsCsC15
COBIT 5 APO0B.04, APO12.06, DS502.05
15A.62443-2-1:2009 4.3.4.5.9
15A.62443-3-3:2013 SR 6.1

1SO/IEC 27001:2013 A16.12, A.16.1.3

NIST 5P 800-53 Rev. 4 AU-6, CA2, CA-7, RAS, SI-4

DEDPS

‘COBIT 5 APOTL06, APO12.06, DS504.05

4434
1SO/IEC 27001:2013 A16.1.6
NIST 5P 800-53 Rev. 4, CA-2, CAT, PL-

, RAS, S1-4, PM-14

RSRP-1

oo un ncidene

TsCsC 15
COBIT 5 APO12.06, BAI01.10
15A.62443-2-1:2009 4.3.4.5.1

1SO/IEC 27001:2013 A16.15

NIST 5P 80053 Rev. 4 CP-2, CP-10, IR-4, IR-8
GDPRAM. 33

RS.COA

i caso i necessariarispostaa n ncidente

Tscsc1o
COBIT 5 EDM03.02, APO01.02, AP012.03
1SA62443-2-1:2009 43.4.5.2, 4.3.4.5.3, 43454
1SO/IEC 270012013 A6.1.1, A7.22, A16.1.1
NIST 5P 80053 Rev. 4 CP-2, CP-3, IR-3, IR-8
D.Lgs. 18/5/2018 n. 65 Art. 9(2)

Misure Minime AgID ABSC 8.1.3

RS.CO2

oevono ssere sabii dei it per documentare o ncideni

TsCsC 15
COBIT 5 DS501.03

15A62443-2-1:2009 43455

1SO/IEC 27001:2013 A6.1.3, A16.1.2
NIST 5P 800-53 Rev. 4 AU-6, IR-6, IR-8
D.Lgs. 18/5/2018 n. 65 Artt. 12(7), 14(5)

RS.CO3

Tscsc1o
COBIT 5 DS503.04
43452

1SO/IEC 27001:2013 A16.12, Clause 7.4, Clause 16.12
NIST 5P 800-53 Rev. 4 CA'2, CA-7, CP-2, IR-4, IR-8, PE-6, RA'S, SI-4

TsCsC 15
COBIT 5 DS503.04
15A.62443-2-1:2009 43455

1SO/IEC 27001:2013 Clause 7.4

NIST 5P 800-53 Rev. 4 CP-2, IR-4, IR-8.

e pari

eonsspoetezza dela siuazione e, siustionsl awareness)

Tscsc1o
COBIT 5 BAIB.04

1SO/IEC 27001:2013 A6.1.4

NIST SP 800-53 Rev. 4515, PM-15

D.Lgs. 18/5/2018 n. 65 Artt. 12(5), 12(7)-(8), 14(4)(5), 14(7)-(9)
Misure Minime AgID ABSC 8.11.1

DP-RSCO

Joi

sl ieress

GOPR At 33,34
1SO/IEC 29100:20115.10
1SO/IEC 291510:2017 A11
1SO/IEC 27018:2014 A9.1
1SO/IEC 270012013 A16
Misure Minime AgID ABSC

TSCSC4,6,8,19
COBIT 5 DS502.04, DSS02.07
1SA62443-2-1:200943.4.5.6, 4.3.4.5.7, 43458

15A 62443-3-3:2013 SR 6.1

1SO/IEC 270012013 A12.4.1, A12.4.3,A16.15

NIST 5P 800-53 Rev. 4 AU-6, CA7, IR-4, IR5, PE-6, SI-4

RSANZ

Limpatodiogn ncidene deve essere compresa

COBIT 5 D5502.02
15A.62443-2-1:2009 43.4.5.6,4.3.4.5.7, 43458

1SO/IEC 270012013 A16.1.4, A16.1.6

NIST SP 800-53 Rev. 4 CP-2, IR-4

D.Lgs. 18/5/2018 n. 65 Artt. 12(5), 12(7)-(8), 14(4)-{5), 14(7)-(5)

RSANG

o sceuit i un incidente deve esere svolaunanals forense

COBIT 5 APO12.06, DSS03.02, DSS05.07
SR2.8, SR 2.9, SR2.10, SR 2.1, SR 2.1

1SO/IEC 27001:2013 A16.1.7

NIST 5P 800-53 Rev. 4 AU-7, IR-4

R39,5R61

RSANS

i posta

TsCsC 15
COBIT 5 D5502.02
3456

1SO/IEC 27001:2013 A16.1.4
NIST 5P 80053 Rev. 4 CP-2, IR-4, IR-5, IR 8

ioceni, botein i scureza, o scercatoi n sicuezza)

Cis CsC 4, 19
COBIT 5 EDMO03.02, D5505.07
NIST 5P 80053 Rev. 4515, PM-15

RSMLL

in caco

Tscsc1o
COBIT 5 AP012.06
15A62443-2-1:200943.4.5.6

1SA 62443-3-3:2013 SR 5.1, SR 5.2, SR 5.4
1SO/IEC 27001:2013 A122.1, A16.15
NIST SP 800-53 Rev. 4 IR-4

D.Lgs. 18/5/2018 n. 65 Artt. 12(2), 14(2)-(3)
Misure Minime AglD ABSC 8.1.3, 8.4

RS2

in caco 0

5 CsC 4,19
COBIT 5 AP012.06

15A.62443-2-1:2009 4.3.4.5.6, 4.3.4.5.10
1SO/IEC 27001:2013 A122.1, A16.15
NIST SP 800-53 Rev. 4 IR-4

D.Lgs. 18/5/2018 n. 65 Artt. 12(2), 14(2}-(3)
Misure Minime AgID ABSC 8.4

RSML

Tscsca
COBIT 5 APO12.06

1SO/IEC 27001:2013 A12.6.1

NIST SP 80053 Rev. 4 CA7, RA3, RA'S
Misure Minime AglD ABSC 4.7, 4.9.1

RSIML

COBIT 5 BAIOT 13
34510,4434

Jessons eamed)

1sA
1SO/IEC 27001:2013 A16.1.6, Clause 10
NIST 5P 80053 Rev. 4 CP-2, IR-4, IR-8.

RSIM2

sttt i risposaagincidensdevono essre aggiomnate

"COBIT 5 BAIOL 13, DSS04.08
1SO/IEC 27001:2013 A16.1.6, Clause 10
NIST 5P 80053 Rev. 4 CP-2, IR-4,IR-8

RCRP-1

o nccente i cyber

TS CsC10
COBIT 5 APO12.06, DS502.05, DS503.04
1SO/IEC 27001:2013 A16.15

NIST SP 80053 Rev. 4 CP-10, IR-4, 1R-8
Misure Minime AgID ABSC 3.2.2

ROV

‘COBIT 5 APO12.06, BAIOS.07, DS504.08
15A62443-2-1:20094.4.3.4

1SO/IEC 27001:2013 A16.156, Clause 10
NIST 5P 80053 Rev. 4 CP-2, IR+, IR-8
Misure Minime AgiD ABSC 3.1.3

RCMZ

L tregicd recupers devono essere aggiomate

"COBIT 5 APO12.06, BAIO7 08
1SO/IEC 27001:2013 A16.16, Clause 10
NIST 5P 80053 Rev. 4 CP-2, IR-4, IR-8.

RCCO

 sceuit i un incidene devono esere gt e pubbiche relaioni

"COBIT 5 EDM03.02
1SO/IEC 27001:2013 A6.1.4, Clause 7.4

RCCO2

A scguito i incidene dev esere ripristinat a repazions

OBIT 5 MEAD3 02
1SO/IEC 27001:2013 Clause 7.4

RCCOS

Jus i dirgent o  vetcs

ctrorganizzazione

COBIT 5 APOI2.06
1SO/IEC 27001:2013 Clause 7.4
NIST 5P 800-53 Rev. 4 CP-2, IR-4




